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mPlane 

n  FP7 IP project starting fall 2012 
n  Goal: build an Intelligent, Standard, Open Measurement 

Plane for Future Network and Application Management 
q  Probes (WP2) 

n  Build on existing tools/methodologies 
n  Offer a flexible, programmable, open platform to run and collect passive, 

active, hybrid measurement  
q  Repositories (WP3) 

n  Collect in a standard way measurement 
n  Offer access to interested parties: ISP, content providers, end-users, 

regulation agencies, etc. 
q  Intelligent reasoner (WP4) 

n  Mine automatically the data and extract useful information 
n  Help in drilling down to the root cause of a problem 

n  Budget: 11.3ME (14M$) 
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Internet Traffic Monitoring: 
Discerning Content and 
Services in a Tangled Web  
 Marco Mellia 

Electronic and Telecommunication Department 
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Email:mellia@tlc.polito.it 
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Traffic Monitoring in modern Internet 

n  Why? 
q  Identify normal and anomalous behavior 
q  Characterize the network and its users 
q  Quality of service 
q  Filtering 
q  … 
q  Understand today Internet 

n  How? 
q  By means of passive measurement 
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Scenario 

n  Traffic classifier 
q  Deep packet inspection 
q  Statistical methods 

n  Persistent and scalable monitoring platform 
q  Round Robin Database (RRD) 
q  Histograms 
q  Logs (like narusvectors) 
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Where Tstat Lives 



The past, the present, the future 

n  The past: we have technology to monitor the Internet 
q  Classifiers (DPI, Behavioral) 
q  Tools (open software, off-the-shelf hardware, …) 

n  The present: everything is HTTP, cloud, virtualization, 
CDN, … everything is becoming a huge tangle: 
q  Who owns, serve, control the content? 
q  What are the users doing? 
q  What is the network doing? 

n  The future: how to control the tangle? 
q  Today ISPs are struggling 
q  … and the Internet is controlled by few big players… 



Vinicius Gehlen 
Alessandro Finamore 
Marco Mellia 
Maurizio M. Munafò                                                      

Uncovering the Big Players 
of the Web 
 



Introduction 

Nowadays Internet traffic volume is mainly HTTP + P2P 

Breakdown of downstream traffic of residential customers 

Mainly SSH, VoIP, DNS, eMail, etc. 
+ 

A plethora of services! 



Methodology 

n  Focus only on HTTP traffic  
n  Rely on                to generate flow-level 

HTTP logs 
q  L4: #bytes, #pkts, RTT, etc. 
q  L7: service type and “meta-data” (e.g. video) 
 

n  Rely on                     organization data base 
q  Each server IP is associated to its “owner” 

n  92.122.208.73 àAKAMAI TECHNOLOGIES 



Dataset 

n  3 vantage points of an ISP in Italy 
q  Residential customers 
q  ADSL (VP2, VP3) + Fiber-To-The-Home (VP1) 
q  2 weeks of traffic 

n  20-24 June 2011 
n  1-7 April 2012 



OVERVIEW 
 
 

Which organizations? Volumes? 
Popularity? 



Top10 (+ 1) organizations (2011) 

Rank Org. Name  % B % F 
1 Google 22.7 12.7 
2 Akamai 12.3 16.7 
3 Leaseweb 6.3 1.1 
4 Megaupload 5.5 0.2 
5 Level3 4.7 1.9 
6 Limelight 3.9 1.6 
7 PSINet 3.2 0.2 
8 Webzilla 2.9 0.3 
9 Choopa 1.5 0.01 
10 OVH 1.0 0.7 
11 Facebook 0.9 4.2 

Total % 65 40 

¨  Google handles 2x the Akamai 
volume 

¨  Besides Google and Akamai, 
many others 
¨  known (Level3, Limelight, 

Leaseweb, Megaupload) 
¨  less known (PSINet, 

Webzilla, Choopa) 
¨  >10k organizations but 65% of 

volume is due to only 11 big 
players 



Top10 (+ 1) organizations (2011) 

Rank Organization % Bytes 
1 Google 22.7 
2 Akamai 12.3 
3 Leaseweb 6.3 
4 Megaupload 5.5 
5 Level3 4.7 
6 Limelight 3.9 
7 PSINet 3.2 
8 Webzilla 2.9 
9 Choopa 1.5 
10 OVH 1.0 
11 Facebook 0.9 

Total 64.9 
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Rank Organization % Bytes 
1 Google 29.8% +++ 
2 Akamai 19.2% +++ 
3 Level3 5.2% ++ 
4 Limeligth 4.5% + 
5 Netload 3.1% New 
6 Leaseweb 2.0% --- 
7 Edgecast 1.8% New 
8 VideotimeSpa 1.6% New 
9 OVH 1.2% + 
10 Facebook 1.1% ++ 
11 Amazon 1.1% New 

Total 70.6 

June 2011 April 2012 



n  97% of clients 
contacts Google 
and Akamai 

n  63% of client clients 
contacts OVH 
q  Advertisement  

n  90.6% of clients 
contacts Facebook 
q  !??!!? 
 

Organization % Client Video 
Content 

SW 
Update Adv. & Others 

Google 97.1 YouTube - Google services 

Akamai 97.2 Vimeo Microsoft, 
Apple 

Facebook static 
content, eBay 

Leaseweb 64.3 Megavideo - publicbt.com 

Megaupload 15.6 Megavideo - FileHosting 

Level3 79.7 YouPorn - quantserve, tinypic, 
Photobucket 

Limelight 72.5 Pornhub, 
Veoh Avast betclick, wdig, 

trafficjunky 

PSINet 44.6 Megavideo Kaspersky Imageshack 

Webzilla 13.2 Adult Video - Filesonic, 
Depositfiles 

Choopa 5.7 - - zShare 

OVH 63.1 Auditude - Telaxo, m2cai 

Facebook 90.6 Facebook - Facebook dynamic 
content 

% client IP that have contacted the organization at least one time 

Organizations popularity (2011) 



Why FB sees 91% of clients? 

n  I visit nutella.com 
q  Slurp! 

n  There is an embedded 
object pointing to the 
FB page about Nutella 

n  This generates a 
connection to FB 

n  So FB knows that I 
like nutella 
q  Privacy anyone?!?! 



Why FB sees 91% of clients? 
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GET /plugins/like.php?href=http%3A%2F%2Fwww.facebook.com
%2FNutella.Italy&layout=box_count&show_faces=false&width=120&action=like&colorscheme
=light&height=65 HTTP/1.1 
 
Host: www.facebook.com 
 
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_3) AppleWebKit/534.53.11 
(KHTML, like Gecko) Version/5.1.3 Safari/534.53.10 
 
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 
 
Referer: http://www.nutella.it/ 
 
Accept-Language: en-us 
 
Accept-Encoding: gzip, deflate 
 
Cookie: 
presence=EM331242829EuserFA21519421867A2EstateFDsb2F0Et2F_5b_5dElm2FnullEuct2F133124
2225BEtrFnullEtwF838980386G331242829049H0EblcF0EsndF1CEchFDsubF_5b0_5dEp_5f151942186
7F2CC; p=6; c_user=1519421867; datr=FOkpTF9NjoDB9oSHmLkP5E_Ong..; 
lu=ggoJZj70PxZ6gRARMPcNiRXw; 
xs=1%3A889419cc0700aee88497c71b1015fa45%3A0%3A1331242820; locale=en_US 
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Facebook.com 

Twitter.com 

Google.com 



CONTENT served 
 

How much Video? 
How much encryption ? 
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Video (streaming) is largerly the culprit 

q  90% of Google traffic is YouTube 
q  Video is a large fraction of the share in any CDN 
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q Google, Akamai, Psinet and Facebook have a large share of HTTPS 

This is going to impair traffic visibility a lot!! 



HTTP HTTPS 

A tangled and obfuscated WEB 

Rely on the 
cloud/CDN 

We are losing visibility on the traffic/services 
§  Which services are my customers using? 
§  Who is serving each service/content? 
§  How to block Zynga games? 

BIG PLAYERS 



Privacy 

n  Faceboo  -> HTTPS 
n  Twitter ->      -> HTTPS 
n  Google  -> HTTPS 
n  YourFavouriteSite -> HTTPS 
n  … 
n  This is to protect your privacy… 

n  … but then why the facebook app on iOS uses 
HTTP?!?!? 
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Organizations’ Infrastructure 
 
 

Behind the scene 



RTT – Latency towards the Internet 

n  Facebook has 2 locations (100ms and 170ms) 
n  3 Google datacenters are preferred 

q  Only <30% of request are served by the closest one (12ms) 

CDF of minimum RTT, measured on per-flow base (2011) 



RTT – Latency towards the Internet 

CDF of minimum RTT, measured on per-flow base 
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RTT variation during the day 

Who controls the network? n  Some hours later … 



Something we observe 
5-‐May	   6-‐May	   7-‐May	   8-‐May	   9-‐May	   10-‐May	  

SUBNET	   NAME	  with	  AIRPORT	  code	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	  
173.194.18	   fra02s08.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6139	   368.93	   6266	   298.4	   5389	   228.76	  
173.194.19	   fra02s15.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   9940	   258.18	   12893	   196.06	   7012	   166.48	  
173.194.2	   mil01s12.c.youtube.com	   17054	   1333.46	   15470	   1276.31	   13655	   1259.63	   14186	   1296.07	   12616	   1197.64	   13860	   1338.63	  
173.194.20	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
173.194.208	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   487	   414.63	   71	   711.54	  
173.194.5	   lhr14s08.c.youtube.com	   449	   1819.57	   283	   1658.45	   -‐1	   -‐1	   3470	   937.18	   4222	   1025.49	   6191	   1166.08	  
173.194.6	   fra07s13.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4924	   412.17	   8749	   331.14	   7224	   318.83	  
173.194.62	   fra07s19.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6160	   325.82	   6877	   248.39	   6108	   274.55	  
173.194.9	   par03s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   87	   355.1	   -‐1	   -‐1	  
208.117.236	   par03x04.c.youtube.com	   179	   164.18	   4250	   540.16	   957	   496.91	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.248	   mia02s11.c.youtube.com	   -‐1	   -‐1	   77	   552	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.250	   ams09x06.c.youtube.com	   41430	   679	   49437	   656.39	   57675	   653.81	   567	   906.65	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.252	   dfw06x02.c.youtube.com	   -‐1	   -‐1	   51	   285.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.254	   fra07x03.c.youtube.com	   838	   667.29	   2130	   852.53	   -‐1	   -‐1	   465	   606.1	   126	   1146.87	   1033	   1379.76	  
74.125.105	   lhr22s16.c.youtube.com	   1829	   1551.78	   1655	   1185.94	   3957	   942.47	   3454	   990.64	   4116	   1061.72	   7657	   1126.83	  
74.125.13	   zrh04s03.c.youtube.com	   719	   1074.15	   499	   2264.09	   82	   1302.03	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.14	   mil02s01.c.youtube.com	   48366	   1234.82	   37968	   1253.01	   37182	   1162.85	   47844	   1298.45	   52594	   1226.85	   37755	   1143.37	  
74.125.216	   bru02t11.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.218	   fra07t13.c.youtube.com	   8697	   1355.33	   12579	   1338.71	   8560	   1239	   11469	   1256.32	   11633	   1292.58	   10320	   1276.33	  
74.125.4	   lhr22s11.c.youtube.com	   1496	   1846.25	   2488	   1034.78	   4146	   1363.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.99	   fra07s03.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4221	   187.84	   4913	   189.64	   2461	   136.63	  



Something we observe 
5-‐May	   6-‐May	   7-‐May	   8-‐May	   9-‐May	   10-‐May	  

SUBNET	   NAME	  with	  AIRPORT	  code	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	  
173.194.18	   fra02s08.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6139	   368.93	   6266	   298.4	   5389	   228.76	  
173.194.19	   fra02s15.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   9940	   258.18	   12893	   196.06	   7012	   166.48	  
173.194.2	   mil01s12.c.youtube.com	   17054	   1333.46	   15470	   1276.31	   13655	   1259.63	   14186	   1296.07	   12616	   1197.64	   13860	   1338.63	  
173.194.20	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
173.194.208	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   487	   414.63	   71	   711.54	  
173.194.5	   lhr14s08.c.youtube.com	   449	   1819.57	   283	   1658.45	   -‐1	   -‐1	   3470	   937.18	   4222	   1025.49	   6191	   1166.08	  
173.194.6	   fra07s13.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4924	   412.17	   8749	   331.14	   7224	   318.83	  
173.194.62	   fra07s19.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6160	   325.82	   6877	   248.39	   6108	   274.55	  
173.194.9	   par03s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   87	   355.1	   -‐1	   -‐1	  
208.117.236	   par03x04.c.youtube.com	   179	   164.18	   4250	   540.16	   957	   496.91	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.248	   mia02s11.c.youtube.com	   -‐1	   -‐1	   77	   552	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.250	   ams09x06.c.youtube.com	   41430	   679	   49437	   656.39	   57675	   653.81	   567	   906.65	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.252	   dfw06x02.c.youtube.com	   -‐1	   -‐1	   51	   285.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.254	   fra07x03.c.youtube.com	   838	   667.29	   2130	   852.53	   -‐1	   -‐1	   465	   606.1	   126	   1146.87	   1033	   1379.76	  
74.125.105	   lhr22s16.c.youtube.com	   1829	   1551.78	   1655	   1185.94	   3957	   942.47	   3454	   990.64	   4116	   1061.72	   7657	   1126.83	  
74.125.13	   zrh04s03.c.youtube.com	   719	   1074.15	   499	   2264.09	   82	   1302.03	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.14	   mil02s01.c.youtube.com	   48366	   1234.82	   37968	   1253.01	   37182	   1162.85	   47844	   1298.45	   52594	   1226.85	   37755	   1143.37	  
74.125.216	   bru02t11.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.218	   fra07t13.c.youtube.com	   8697	   1355.33	   12579	   1338.71	   8560	   1239	   11469	   1256.32	   11633	   1292.58	   10320	   1276.33	  
74.125.4	   lhr22s11.c.youtube.com	   1496	   1846.25	   2488	   1034.78	   4146	   1363.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.99	   fra07s03.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4221	   187.84	   4913	   189.64	   2461	   136.63	  



Something we observe 
5-‐May	   6-‐May	   7-‐May	   8-‐May	   9-‐May	   10-‐May	  

SUBNET	   NAME	  with	  AIRPORT	  code	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	  
173.194.18	   fra02s08.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6139	   368.93	   6266	   298.4	   5389	   228.76	  
173.194.19	   fra02s15.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   9940	   258.18	   12893	   196.06	   7012	   166.48	  
173.194.2	   mil01s12.c.youtube.com	   17054	   1333.46	   15470	   1276.31	   13655	   1259.63	   14186	   1296.07	   12616	   1197.64	   13860	   1338.63	  
173.194.20	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
173.194.208	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   487	   414.63	   71	   711.54	  
173.194.5	   lhr14s08.c.youtube.com	   449	   1819.57	   283	   1658.45	   -‐1	   -‐1	   3470	   937.18	   4222	   1025.49	   6191	   1166.08	  
173.194.6	   fra07s13.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4924	   412.17	   8749	   331.14	   7224	   318.83	  
173.194.62	   fra07s19.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6160	   325.82	   6877	   248.39	   6108	   274.55	  
173.194.9	   par03s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   87	   355.1	   -‐1	   -‐1	  
208.117.236	   par03x04.c.youtube.com	   179	   164.18	   4250	   540.16	   957	   496.91	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.248	   mia02s11.c.youtube.com	   -‐1	   -‐1	   77	   552	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.250	   ams09x06.c.youtube.com	   41430	   679	   49437	   656.39	   57675	   653.81	   567	   906.65	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.252	   dfw06x02.c.youtube.com	   -‐1	   -‐1	   51	   285.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.254	   fra07x03.c.youtube.com	   838	   667.29	   2130	   852.53	   -‐1	   -‐1	   465	   606.1	   126	   1146.87	   1033	   1379.76	  
74.125.105	   lhr22s16.c.youtube.com	   1829	   1551.78	   1655	   1185.94	   3957	   942.47	   3454	   990.64	   4116	   1061.72	   7657	   1126.83	  
74.125.13	   zrh04s03.c.youtube.com	   719	   1074.15	   499	   2264.09	   82	   1302.03	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.14	   mil02s01.c.youtube.com	   48366	   1234.82	   37968	   1253.01	   37182	   1162.85	   47844	   1298.45	   52594	   1226.85	   37755	   1143.37	  
74.125.216	   bru02t11.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.218	   fra07t13.c.youtube.com	   8697	   1355.33	   12579	   1338.71	   8560	   1239	   11469	   1256.32	   11633	   1292.58	   10320	   1276.33	  
74.125.4	   lhr22s11.c.youtube.com	   1496	   1846.25	   2488	   1034.78	   4146	   1363.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.99	   fra07s03.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4221	   187.84	   4913	   189.64	   2461	   136.63	  



Something we observe 
5-‐May	   6-‐May	   7-‐May	   8-‐May	   9-‐May	   10-‐May	  

SUBNET	   NAME	  with	  AIRPORT	  code	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	  
173.194.18	   fra02s08.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6139	   368.93	   6266	   298.4	   5389	   228.76	  
173.194.19	   fra02s15.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   9940	   258.18	   12893	   196.06	   7012	   166.48	  
173.194.2	   mil01s12.c.youtube.com	   17054	   1333.46	   15470	   1276.31	   13655	   1259.63	   14186	   1296.07	   12616	   1197.64	   13860	   1338.63	  
173.194.20	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
173.194.208	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   487	   414.63	   71	   711.54	  
173.194.5	   lhr14s08.c.youtube.com	   449	   1819.57	   283	   1658.45	   -‐1	   -‐1	   3470	   937.18	   4222	   1025.49	   6191	   1166.08	  
173.194.6	   fra07s13.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4924	   412.17	   8749	   331.14	   7224	   318.83	  
173.194.62	   fra07s19.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6160	   325.82	   6877	   248.39	   6108	   274.55	  
173.194.9	   par03s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   87	   355.1	   -‐1	   -‐1	  
208.117.236	   par03x04.c.youtube.com	   179	   164.18	   4250	   540.16	   957	   496.91	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.248	   mia02s11.c.youtube.com	   -‐1	   -‐1	   77	   552	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.250	   ams09x06.c.youtube.com	   41430	   679	   49437	   656.39	   57675	   653.81	   567	   906.65	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.252	   dfw06x02.c.youtube.com	   -‐1	   -‐1	   51	   285.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.254	   fra07x03.c.youtube.com	   838	   667.29	   2130	   852.53	   -‐1	   -‐1	   465	   606.1	   126	   1146.87	   1033	   1379.76	  
74.125.105	   lhr22s16.c.youtube.com	   1829	   1551.78	   1655	   1185.94	   3957	   942.47	   3454	   990.64	   4116	   1061.72	   7657	   1126.83	  
74.125.13	   zrh04s03.c.youtube.com	   719	   1074.15	   499	   2264.09	   82	   1302.03	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.14	   mil02s01.c.youtube.com	   48366	   1234.82	   37968	   1253.01	   37182	   1162.85	   47844	   1298.45	   52594	   1226.85	   37755	   1143.37	  
74.125.216	   bru02t11.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.218	   fra07t13.c.youtube.com	   8697	   1355.33	   12579	   1338.71	   8560	   1239	   11469	   1256.32	   11633	   1292.58	   10320	   1276.33	  
74.125.4	   lhr22s11.c.youtube.com	   1496	   1846.25	   2488	   1034.78	   4146	   1363.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.99	   fra07s03.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4221	   187.84	   4913	   189.64	   2461	   136.63	  



Something we observe 
5-‐May	   6-‐May	   7-‐May	   8-‐May	   9-‐May	   10-‐May	  

SUBNET	   NAME	  with	  AIRPORT	  code	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	  
173.194.18	   fra02s08.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6139	   368.93	   6266	   298.4	   5389	   228.76	  
173.194.19	   fra02s15.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   9940	   258.18	   12893	   196.06	   7012	   166.48	  
173.194.2	   mil01s12.c.youtube.com	   17054	   1333.46	   15470	   1276.31	   13655	   1259.63	   14186	   1296.07	   12616	   1197.64	   13860	   1338.63	  
173.194.20	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
173.194.208	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   487	   414.63	   71	   711.54	  
173.194.5	   lhr14s08.c.youtube.com	   449	   1819.57	   283	   1658.45	   -‐1	   -‐1	   3470	   937.18	   4222	   1025.49	   6191	   1166.08	  
173.194.6	   fra07s13.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4924	   412.17	   8749	   331.14	   7224	   318.83	  
173.194.62	   fra07s19.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6160	   325.82	   6877	   248.39	   6108	   274.55	  
173.194.9	   par03s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   87	   355.1	   -‐1	   -‐1	  
208.117.236	   par03x04.c.youtube.com	   179	   164.18	   4250	   540.16	   957	   496.91	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.248	   mia02s11.c.youtube.com	   -‐1	   -‐1	   77	   552	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.250	   ams09x06.c.youtube.com	   41430	   679	   49437	   656.39	   57675	   653.81	   567	   906.65	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.252	   dfw06x02.c.youtube.com	   -‐1	   -‐1	   51	   285.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.254	   fra07x03.c.youtube.com	   838	   667.29	   2130	   852.53	   -‐1	   -‐1	   465	   606.1	   126	   1146.87	   1033	   1379.76	  
74.125.105	   lhr22s16.c.youtube.com	   1829	   1551.78	   1655	   1185.94	   3957	   942.47	   3454	   990.64	   4116	   1061.72	   7657	   1126.83	  
74.125.13	   zrh04s03.c.youtube.com	   719	   1074.15	   499	   2264.09	   82	   1302.03	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.14	   mil02s01.c.youtube.com	   48366	   1234.82	   37968	   1253.01	   37182	   1162.85	   47844	   1298.45	   52594	   1226.85	   37755	   1143.37	  
74.125.216	   bru02t11.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.218	   fra07t13.c.youtube.com	   8697	   1355.33	   12579	   1338.71	   8560	   1239	   11469	   1256.32	   11633	   1292.58	   10320	   1276.33	  
74.125.4	   lhr22s11.c.youtube.com	   1496	   1846.25	   2488	   1034.78	   4146	   1363.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.99	   fra07s03.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4221	   187.84	   4913	   189.64	   2461	   136.63	  



Something we observe 
5-‐May	   6-‐May	   7-‐May	   8-‐May	   9-‐May	   10-‐May	  

SUBNET	   NAME	  with	  AIRPORT	  code	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	  
173.194.18	   fra02s08.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6139	   368.93	   6266	   298.4	   5389	   228.76	  
173.194.19	   fra02s15.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   9940	   258.18	   12893	   196.06	   7012	   166.48	  
173.194.2	   mil01s12.c.youtube.com	   17054	   1333.46	   15470	   1276.31	   13655	   1259.63	   14186	   1296.07	   12616	   1197.64	   13860	   1338.63	  
173.194.20	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
173.194.208	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   487	   414.63	   71	   711.54	  
173.194.5	   lhr14s08.c.youtube.com	   449	   1819.57	   283	   1658.45	   -‐1	   -‐1	   3470	   937.18	   4222	   1025.49	   6191	   1166.08	  
173.194.6	   fra07s13.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4924	   412.17	   8749	   331.14	   7224	   318.83	  
173.194.62	   fra07s19.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6160	   325.82	   6877	   248.39	   6108	   274.55	  
173.194.9	   par03s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   87	   355.1	   -‐1	   -‐1	  
208.117.236	   par03x04.c.youtube.com	   179	   164.18	   4250	   540.16	   957	   496.91	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.248	   mia02s11.c.youtube.com	   -‐1	   -‐1	   77	   552	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.250	   ams09x06.c.youtube.com	   41430	   679	   49437	   656.39	   57675	   653.81	   567	   906.65	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.252	   dfw06x02.c.youtube.com	   -‐1	   -‐1	   51	   285.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.254	   fra07x03.c.youtube.com	   838	   667.29	   2130	   852.53	   -‐1	   -‐1	   465	   606.1	   126	   1146.87	   1033	   1379.76	  
74.125.105	   lhr22s16.c.youtube.com	   1829	   1551.78	   1655	   1185.94	   3957	   942.47	   3454	   990.64	   4116	   1061.72	   7657	   1126.83	  
74.125.13	   zrh04s03.c.youtube.com	   719	   1074.15	   499	   2264.09	   82	   1302.03	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.14	   mil02s01.c.youtube.com	   48366	   1234.82	   37968	   1253.01	   37182	   1162.85	   47844	   1298.45	   52594	   1226.85	   37755	   1143.37	  
74.125.216	   bru02t11.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.218	   fra07t13.c.youtube.com	   8697	   1355.33	   12579	   1338.71	   8560	   1239	   11469	   1256.32	   11633	   1292.58	   10320	   1276.33	  
74.125.4	   lhr22s11.c.youtube.com	   1496	   1846.25	   2488	   1034.78	   4146	   1363.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.99	   fra07s03.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4221	   187.84	   4913	   189.64	   2461	   136.63	  



Something we observe 
5-‐May	   6-‐May	   7-‐May	   8-‐May	   9-‐May	   10-‐May	  

SUBNET	   NAME	  with	  AIRPORT	  code	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	  
173.194.18	   fra02s08.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6139	   368.93	   6266	   298.4	   5389	   228.76	  
173.194.19	   fra02s15.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   9940	   258.18	   12893	   196.06	   7012	   166.48	  
173.194.2	   mil01s12.c.youtube.com	   17054	   1333.46	   15470	   1276.31	   13655	   1259.63	   14186	   1296.07	   12616	   1197.64	   13860	   1338.63	  
173.194.20	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
173.194.208	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   487	   414.63	   71	   711.54	  
173.194.5	   lhr14s08.c.youtube.com	   449	   1819.57	   283	   1658.45	   -‐1	   -‐1	   3470	   937.18	   4222	   1025.49	   6191	   1166.08	  
173.194.6	   fra07s13.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4924	   412.17	   8749	   331.14	   7224	   318.83	  
173.194.62	   fra07s19.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6160	   325.82	   6877	   248.39	   6108	   274.55	  
173.194.9	   par03s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   87	   355.1	   -‐1	   -‐1	  
208.117.236	   par03x04.c.youtube.com	   179	   164.18	   4250	   540.16	   957	   496.91	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.248	   mia02s11.c.youtube.com	   -‐1	   -‐1	   77	   552	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.250	   ams09x06.c.youtube.com	   41430	   679	   49437	   656.39	   57675	   653.81	   567	   906.65	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.252	   dfw06x02.c.youtube.com	   -‐1	   -‐1	   51	   285.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.254	   fra07x03.c.youtube.com	   838	   667.29	   2130	   852.53	   -‐1	   -‐1	   465	   606.1	   126	   1146.87	   1033	   1379.76	  
74.125.105	   lhr22s16.c.youtube.com	   1829	   1551.78	   1655	   1185.94	   3957	   942.47	   3454	   990.64	   4116	   1061.72	   7657	   1126.83	  
74.125.13	   zrh04s03.c.youtube.com	   719	   1074.15	   499	   2264.09	   82	   1302.03	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.14	   mil02s01.c.youtube.com	   48366	   1234.82	   37968	   1253.01	   37182	   1162.85	   47844	   1298.45	   52594	   1226.85	   37755	   1143.37	  
74.125.216	   bru02t11.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.218	   fra07t13.c.youtube.com	   8697	   1355.33	   12579	   1338.71	   8560	   1239	   11469	   1256.32	   11633	   1292.58	   10320	   1276.33	  
74.125.4	   lhr22s11.c.youtube.com	   1496	   1846.25	   2488	   1034.78	   4146	   1363.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.99	   fra07s03.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4221	   187.84	   4913	   189.64	   2461	   136.63	  



Something we observe 
5-‐May	   6-‐May	   7-‐May	   8-‐May	   9-‐May	   10-‐May	  

SUBNET	   NAME	  with	  AIRPORT	  code	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	   #flow	   Tru	  avg	  
173.194.18	   fra02s08.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6139	   368.93	   6266	   298.4	   5389	   228.76	  
173.194.19	   fra02s15.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   9940	   258.18	   12893	   196.06	   7012	   166.48	  
173.194.2	   mil01s12.c.youtube.com	   17054	   1333.46	   15470	   1276.31	   13655	   1259.63	   14186	   1296.07	   12616	   1197.64	   13860	   1338.63	  
173.194.20	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
173.194.208	   par08s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   487	   414.63	   71	   711.54	  
173.194.5	   lhr14s08.c.youtube.com	   449	   1819.57	   283	   1658.45	   -‐1	   -‐1	   3470	   937.18	   4222	   1025.49	   6191	   1166.08	  
173.194.6	   fra07s13.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4924	   412.17	   8749	   331.14	   7224	   318.83	  
173.194.62	   fra07s19.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   6160	   325.82	   6877	   248.39	   6108	   274.55	  
173.194.9	   par03s06.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   87	   355.1	   -‐1	   -‐1	  
208.117.236	   par03x04.c.youtube.com	   179	   164.18	   4250	   540.16	   957	   496.91	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.248	   mia02s11.c.youtube.com	   -‐1	   -‐1	   77	   552	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.250	   ams09x06.c.youtube.com	   41430	   679	   49437	   656.39	   57675	   653.81	   567	   906.65	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.252	   dfw06x02.c.youtube.com	   -‐1	   -‐1	   51	   285.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
208.117.254	   fra07x03.c.youtube.com	   838	   667.29	   2130	   852.53	   -‐1	   -‐1	   465	   606.1	   126	   1146.87	   1033	   1379.76	  
74.125.105	   lhr22s16.c.youtube.com	   1829	   1551.78	   1655	   1185.94	   3957	   942.47	   3454	   990.64	   4116	   1061.72	   7657	   1126.83	  
74.125.13	   zrh04s03.c.youtube.com	   719	   1074.15	   499	   2264.09	   82	   1302.03	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.14	   mil02s01.c.youtube.com	   48366	   1234.82	   37968	   1253.01	   37182	   1162.85	   47844	   1298.45	   52594	   1226.85	   37755	   1143.37	  
74.125.216	   bru02t11.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.218	   fra07t13.c.youtube.com	   8697	   1355.33	   12579	   1338.71	   8560	   1239	   11469	   1256.32	   11633	   1292.58	   10320	   1276.33	  
74.125.4	   lhr22s11.c.youtube.com	   1496	   1846.25	   2488	   1034.78	   4146	   1363.63	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	  
74.125.99	   fra07s03.c.youtube.com	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   -‐1	   4221	   187.84	   4913	   189.64	   2461	   136.63	  

Who controls the traffic?? 



Conclusions 

n  Today the Internet is a 
very complicated tangle 

n  Few big players control it 
q  In terms of content 
q  In terms of information/

knowledge about the 
customers 

n  ISPs are being cut out of 
the picture 
q  And they are struggling to 

control their network 
q  … revenues are vanishing 
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Observe is the first step toward control 

n  Today picture: 
q  Encryption ++ 
q  CDN ++ 
q  Cloud ++ 

n  E.g.  

q  Lives on 

q  Run on Amazon 

q  Relies on 

n  Tools? 
q  No DPI 
q  No IP server info 
q  No spatial correlation 

n  It changes over time 
n  It changes over space 



Is there a way to understand… 

n  What the users are 
doing? 
q  Which service is 

popular? 
q  Which impact it has? 
q  Is there any QoS/

QoE problem? 
 

n  What is the network 
doing to serve the 
content? 
q  Which CDN is being 

used? 
q  Which datacenter is 

being used? 
q  Is there a better way 

to do it? 
Add mobile devices into this nightmare… 



What ISPs want 

n  The boss asks Netadmin to 
setup fine-grained SLA 
q  … answer is “NO” 
q  Low-latency for Gmail and 

Dropbox 
q  YouTube must not exceed 

10Mbps 
q  Facebook permitted, but not 

Zynga games 

n  Above services can use 
HTTPS, so classical tools fail 

SLA in terms of CONTENT 

n  ISP-A has a peering-link 
with Google 
q  It is used to access the 

preferred cache 

n  Google redirects requests 
to another cache 
q  ISP-A traffic goes through 

another expensive link  

n  How to reveal this and 
help ISP-A to optimize 
paths to route traffic back 
through the original link? 



What network administrator want 

n  Netadmin sees lot of 
requests going to IP 
173.194.78.141 
q  wg-in-f141.1e100.net 

q  owned by Google 

n  Protocol is unknown 
q  Some binary protocol 

n  Should Maurizio block it? 

q  That could be 
www.google.com 

n  Boss is asking to block 
requests to Farmville 
q  it runs on Amazon 

n  And to improve 
performance of Dropbox 
q  It runs on Amazon 

n  Netadmin’s firewall would 
either block both, or let 
everyone enjoy Farmville! 



The intuition 

DNS 
server 



The intuition mellia:~$ host 50.16.253.14 
ec2-50-16-253-14.compute-1.amazonaws.com. 
mellia:~$ whois 50.16.253.14 
[...] 
OrgName:        Amazon.com, Inc. 
Address:        Amazon Web Services, Elastic 
Compute Cloud, EC2 
[...] 
 

mellia:~$ host 77.67.29.41 
Host 41.29.67.77.in-addr.arpa. not found: 
3(NXDOMAIN) 
mellia:~$ whois 77.67.29.41 
[...] 
netname:        AKAMAI-TINET 
descr:          Akamai Technologies 
[...] 



Intuition 

§ Observation: Most client-server applications need 
DNS to retrieve the server IP-address 

§  Key idea: Associate network flows with their 
corresponding domain name  

A name indicates what we seek. 	
An address indicates where it is. 	
A route indicates how we get there. 	

	 		
	-- Jon Postel (1943-1998), RFC 791, "Internet 

Protocol", 1981  



TCP/UDP Flows 

Flow DB 

37.241.163.105  

DN-Hunter - Reading 

213.254.17.14 
213.254.17.17 

playfish.zynga.com 

Client map Server 
maps 

Circular Array 

37.241.163.105  
213.254.17.17 
443(HTTPS) 

37.241.163.105  
213.254.17.17 
443(HTTPS) 

Post-
Processin

g 

SRC_IP 
SERVER IP 
PORT 

37.241.163.105  
213.254.17.17 
443(HTTPS) 

playfish.zynga.com 



§  By exploring the FQDN information we can 
q  Unveil which content the user is requesting 

n  Even if HTTPS is used 
n  Even when served by a generic CDN 

q  We can track how the CDN replies 
n  Observe if association changes over time 
n  Unveil how many possible servers/CDNs can serve the same 

content 
n  Optimize traffic in the ISP network 

q  Discover additional information by mining the FQDN 
n  Which service runs on port 1080, 1337 or 5223? 
n  Which service IP 173.194.35.50 handles? 

Why this is useful? 



Service Tag extraction 

n  Aim: group all flows that are destined to the same server port 
n  Analyze FQDN terms to extract most frequent one 
n  Can they provide hints on the service running on such port? 



Service Tag extraction 

n  Maurizio sees lot of 
flows going to port 
6969 
q  DPI cannot identify it 

n  What is that? 

n  Group all flows going 
to port 6969 

n  Extract FQDNs 
n  Analyze frequencies 

of terms 
n  Get the answer 



Content discovery 

n  Which services are being used by 
customers? 



Some HTTPS services running on 
Google 



The most popular cloud storage? 

n  Someone wants to know which is the most popular cloud 
storage service 

n  Given a definition of popular 
q  Number of hosts generating traffic to ... 

n  Look at FQDN 
q  *dropbox* 
q  *drive.google* 
q  *icloud* 
q  *skydrive* 
q  … 
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The most popular cloud storage? 

n  And now you can write a paper about Dropbox J 
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Name Type IP Addrs. Vol. (GB)
Campus 1 Wired 396 5,945
Campus 2 Wired/Wireless 2,590 81,328
Home 1 FTTH/ADSL 18,857 560,298
Home 2 ADSL 13,732 328,495

Table 2: Datasets overview.
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Figure 2: Popularity of cloud storage in
Home 1 .

addresses, but they might use WiFi routers at home to
share the connection. Campus 1 and Campus 2 were
instead collected in academic environments: Campus 1
mostly monitors wired workstations connected to the
Internet (using static IP addresses) in the research and
administrative offices of the Computer Science Depart-
ment in a European university. Campus 2 accounts for
all traffic at the border routers of a second university,
including campus-wide wireless access points and stu-
dent houses. In this latter scenario, NAT and HTTP
proxy-ing are very common, and DNS traffic was not
exposed to the probe. This limited in some cases the
analysis for this dataset.

3.3 Popularity of Different Storage Providers

We present a comparison of the popularity of cloud-
based storage systems in our datasets. We explic-
itly consider the following services: Dropbox, Google
Drive, Apple iCloud andMicrosoft SkyDrive. Other less
known services (e.g., SugarSync, Box.com and Ubun-
tuOne) were aggregated in a single group (Others). We
rely on both the extracted TLS server name and DNS
FQDN to classify flows as belonging to each service8.

We first study the popularity of the different ser-
vices in terms of unique client IP addresses. We use
the Home 1 dataset because IP addresses are statically
assigned to households and, therefore, are a reliable es-
timation of the number of installations. Fig. 2 reports
the time series9 of the number of distinct IP addresses

8Identification strings have been obtained by monitoring
each application on a testing machine.

9A probe outage is visible on April 21, 2012.
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Figure 3: Data volume to cloud storage in
Home 1 and Campus 2 .

that contacted at least once a storage service in a given
day. Interestingly, iCloud is the most accessed service,
with about 2,200 households (11.5%). Dropbox comes
second, with about 1,300 households (6.8%). SkyDrive
is much less popular (1.3%), with Google Drive appear-
ing immediately on the day of its launch (but is still far
from achieving a significant mass). Other services have
marginal usage. These findings highlight an increasing
interest for cloud-based storage systems, showing that
people are eager to make use of the available remote
storage space.

Fig. 3 reports the time series of the total daily data
volume for each service. Home 1 and Campus 2 are re-
ported in top and bottom plots, respectively. Dropbox
tops all other services by one order of magnitude (note
the logarithmic y-scale), with typically more than 20GB
of data exchanged on a daily basis in Home 1 . iCloud
volume is limited despite the higher number of devices,
because of the specialized service it hosts (lacking di-
rect file synchronization). SkyDrive shows a sudden
increase in volume after April 22, when it was made
available as a separate storage application. A similar
effect is shown by Google Drive, launched on April 24.
For Campus 2 , apart from the higher traffic variation
reflecting the weekly and holiday pattern, similar con-
clusions can be drawn. Note that for this scenario the
traffic exchanged with Dropbox is close to 100GB per
working day: That is already 4% of all traffic, a volume
equivalent to one third of all YouTube [5] traffic in the
same day!

In conclusion, cloud-based storage systems are al-

5

Drago, I., M. Mellia, M. Munafo', A. Sperotto, R. Sadre, and A. Pras, 
"Inside Dropbox: Understanding Personal Cloud Storage Services”, 
Internet Measurement Conference - IMC, Boston, MA, ACM, 11/2012 



Spatial discovery 

n  Who serves a given content? 



LinkedIn “cloud” 

n  How many servers are used by linkedin.com? 
n  Which CDNs are involved? 

56 

Akamai
Servers 2

Flows 17%

CDNetworks
Servers 15
Flows 3%

Edgecast
Servers 1

Flows 59%

Linkedin
Servers 3

Flows 22%

linkedin.com

mediaN media staticNmediaNplatform www7

Figure 7: Linkedin.com domain structure served
by two CDNs. US-3G.

surement of network traffic, it is able to capture both
the service popularity among the monitored customers,
and the bias induced by the server selection and load
balancing mechanisms. To elaborate this further, let
us consider Fig. 9. Each of the three sub-figures corre-
sponds to a different content provider (i.e., the second-
level domain name). For each of these content providers
we plot the access patterns in three of our traces (EU1-
ADSL1, US-3G, and EU2-ADSL). In other words, the
x-axis in each of these graphs are the CDNs hosting the
content and the y-axis represents different traces. No-
tice that for every CDN on the x-axis represents all the
accessed serverIP addresses that belong to the CDN.
Hence the width of the column representing each CDN
is different. Also, the gray scale of each block in the
graph represents the frequency of access; the darker is
a cell, the larger is the fraction of flows that a particular
serverIP was responsible for. The “SELF” column re-
ports cases in which the content providers and content
hosts are the same organization.
The top graph in Fig. 9 shows the access pattern

for Facebook. We can see that in all the datasets,
most of the Facebook content is hosted on Facebook
servers. The only other CDN used by Facebook is Aka-
mai, which uses different serverIP in different geo-
graphical regions. In the middle graph, we can see that
Twitter access patterns are a little different. Although,
Twitter relies heavily on its own servers to host content,
they also rely heavily on Akamai to serve content to
users in Europe. However, the dependence on Akamai
is significantly less the US. The bottom graph shows the
access patterns for Dailymotion, a video streaming site.
Dailymotion heavily relies on Dedibox to host content
both in Europe and US. While they do not host any
content in their own servers in Europe, they do serve
some content in the US. Also, in the US they rely on
other CDNs like Meta and NTT to serve content while
they rely a little bit on Edgecast in Europe.

5.4 Content Discovery
Although the spatial discovery module provides in-

valuable insight into how a particular resource is hosted
on various CDNs, it does not help in understanding the
complete behavior of CDNs. In the content discovery
module our goal is to understand the content distri-
bution from the perspective of CDNs and cloud service
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Figure 8: Zynga.com domain structure served
by two CDNs. US-3G.

providers. Tab. 5 shows the top-10 second-level domains
served by the Amazon EC2 cloud in EU1-ADSL1and
US-3G. Notice that one dataset is from Europe and the
other from US. We can clearly see that the top-10 in
the two datasets do not match. In fact, some of the
popular domains hosted on Amazon for US users like
admarvel, mobclix, and andomedia are not accessed on
Amazon by European users, while other domains like
cloutfront, invitemedia, and rubiconproject are popular
in both the datasets. This clearly show that the popu-
larity and access patterns of CDNs hosting content for
different domains depend on geography; extrapolating
results from one geography to another might result in
incorrect conclusions.

5.5 Automatic Service Tag Extraction
An interesting application of DN-Hunter is in identi-

10



About cloud and FQDNs… 

n  Do you know where 
are the Amazon 
datacenters? 
q  Look at the FQDNs 
q  Hint: Check the IATA 

airport code 
n  Pretty popular way 

to assign FQDNs 
q  Same for YouTube 
 
 

ams1.r.cloudfront.net. 
ams50.r.cloudfront.net. 
arn1.r.cloudfront.net. 
cdg3.r.cloudfront.net. 
cdg50.r.cloudfront.net. 
dfw3.r.cloudfront.net. 
dfw50.r.cloudfront.net. 
dub2.r.cloudfront.net. 
ewr2.r.cloudfront.net. 
fra2.r.cloudfront.net. 
fra6.r.cloudfront.net. 
gru1.r.cloudfront.net. 
hkg1.r.cloudfront.net. 
iad12.r.cloudfront.net. 
iad2.r.cloudfront.net. 
ind6.r.cloudfront.net. 
jax1.r.cloudfront.net. 
jfk1.r.cloudfront.net. 
jfk5.r.cloudfront.net. 
lax1.r.cloudfront.net. 
lax3.r.cloudfront.net. 
lhr3.r.cloudfront.net. 
lhr5.r.cloudfront.net. 
mia3.r.cloudfront.net. 
mxp4.r.cloudfront.net. 
nrt52.r.cloudfront.net. 
nrt54.r.cloudfront.net. 
sea4.r.cloudfront.net. 
sfo5.r.cloudfront.net. 
sin2.r.cloudfront.net. 
sin3.r.cloudfront.net. 
stl2.r.cloudfront.net. 
syd1.r.cloudfront.net. 
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What is known about Amazon cloud? 

n  And now you can write a paper about Amazon J 
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ID #IPs Exchanged Data (%) Avg. RTT [ms] βRTT [ms] βAS βkm [km]
EC2 S3 EC2 S3 EC2 S3

IAD 6429 121 85.31% 64.22% 132.13 113.97 116.18 3 6709
DUB 1167 24 12.65% 35.14% 45.10 48.73 43.77 3 1365
SJC 632 12 1.71% – 203.06 182.14 174.81 4 9556
NAR 18 0 – – 298.67 – – 4 9843
SIN 71 0 0.03% – 235.60 228.10 – 3 10390
SEA 0 32 – 0.02% 196.04 – 214.79 4 8617

97.26GB 37.13GB

C
ac

h
es

ID #IPs Exchanged Data (%) Avg. RTT [ms] βRTT [ms] βAS βkm[km]
IAD 2 – 132.13 102.75 3 6709
DUB 222 0.05% 45.10 49.76 3 1365
SJC – – – – 4 9556
NAR 115 – 298.67 – 4 9843
SIN 51 – 235.60 – 3 10390
SEA 64 – 196.04 – 4 8617
SFO 253 0.83% 172.80 175.21 4 9537
CDG 246 0.13% 32.09 38.43 3 584
FRA 245 0.17% 19.56 21.87 2 566
MXP 232 98.03% 18.34 21.26 3 124
EWR 208 – 105.28 109.53 3 6380
AMS 205 0.04% 23.94 29.88 3 837
LHR 182 0.17% 31.84 31.60 3 920
ANR 151 0.56% 41.02 41.48 3 1734

104.19GB

Table I
SUMMARY OF AMAZON’S DATACENTERS HOSTING EC2, S3 SERVICES (TOP) AND TOP 14 CLOUDFRONT CACHES WE LOCATED (BOTTOM).

implemented at application level, and data are made accessible
through URI pathnames. The pool of IP addresses needed to
keep the service alive is much smaller then, as confirmed by
values in Table I.

The large unbalance in the number of instances (number of
IP addresses in EC2 column) suggests that the Availability
Zone located in IAD is the most popular among the ISP
end-users, i.e., the most employed by AWS customers to run
their EC2 instances. This suggests that IAD datacenter is
much larger than all the others.8. The column reporting the
fractions of data generated by EC2 services further confirms
this, being the IAD datacenter responsible for generating more
than 85% of the total amount of data produced by EC2. It is
7 times higher than the volume handled by the DUB (Dublin)
datacenter, the second largest in our ranking.

Interestingly, IAD EC2 (S3) generates more than 80GB
(23GB) of data traffic in one day. Considering the user
population of the monitored PoP, we can extrapolate that the
IAD datacenter serves about 15TB of data per day to the all
ISP end-users.

Surprisingly, such large amounts of data are exchanged with
such a distant location. Given that Ireland is much closer
to Italy than US, indeed, one may expect to be DUB the
best candidate to host EC2/S3 instances for serving Italian
(and European) end-users. All but βAS network cost metrics,
indeed, look sizeable for IAD, from 233% to 491% more
expensive than the DUB datacenter. This may suggest that
AWS customers, for the sake of a simple management, are
more oriented to deploy their services on one Availability
Zone. IAD may represent the first choice for AWS customers
because of its lower price9.

8Confirmed by http://aws.amazon.com/about-aws/globalinfrastructure/
9http://aws.amazon.com/ec2/spot-instances/
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Figure 1. Evolution over time of data traffic volume (top) and traffic flows
(bottom) for EC2 service.

AWS offers load-balancing-based forwarders for incoming
traffic to enhance performance of instances, but no location-
aware policy is offered. Furthermore, recall that EC2 and
S3 services are statically allocated to Availability Zones that
are chosen by customers, and no automatic migration policy
for instances/objects among datacenter is provided. This at
the expenses of network cost, and, possibly, user experience.
Observe how βAS looks comparable for all Availability Zones,
suggesting that Amazon (and the ISP) have good peering
agreements with many providers.

We can enrich the picture about EC2 focusing on plots in

I. Bermudez, S. Traverso, M. Mellia, M. Munafo, 
“Exploring the Cloud from Passive Measurements: the Amazon AWS Case” 
IEEE INFOCOM, Turin, Italy, April 14-19, 2013 



Comparing performance of Open 
Resolver 
n  Is it worth to use GoogleDNS or OpenDNS 

instead of the ISP DNS resolver? 
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Figure 6: TOBJECT score for advertisement.
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CDN server selection.

5.2 Per-service impact
We focus now on popular services such as advertise-

ment, Facebook, YouTube video streaming, Apple
iTunes/Apps download. These services are identified
based on a set of rules applied to the server hostname.
More details can be found in [16].

A) Advertisement: Figure 6 reports the evolution
of TOBJECT scores over the week for advertisement
services. Each point corresponds to the score com-
puted on an aggregation of 4 consecutive hours. Scores
are all similar and constant over time. In this case,
all resolvers direct the users to the same server subset
showing no negative interplay on CDN load balancing
policies. This is confirmed also by the cosine distance
computed among traffic volume managed by different
servers, which has a value of 0.9. This metric quan-
tifies the intersection between different sets of IP ad-
dresses [4]; values close to 1 (0) indicate a strong (poor)
similarity.

B) Apple iTunes/Apps download: Figure 7 details
the CDF of the average download throughput for Ap-
ple iTunes/Apps download. Notice that the service re-
lies on Akamai CDN. Score for each DNS resolver is
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Figure 8: Average throughput score for
YouTube video streaming.

detailed in brackets. This time, results reveal surpris-
ing and sharp differences. For instance, when using
GoogleDNS or OpenDNS, the download throughput is
reduced from 4.7 Mb/s to 1.8 Mb/s on average. A clear
problem emerges in the Akamai load balancing poli-
cies when requests do not come from LDNS. Curiously,
GoogleB creates a clear impairment (30% of downloads
have less than 350 kb/s) also compared with GoogleA.
In this case, servers returned by GoogleB are differ-
ent from the one returned by LDNS, but also from the
one suggested by GoogleA (the cosine distance between
GoogleA and GoogleB is 0.2).

C) YouTube streaming: We investigate now YouTube
video streaming download. Being YouTube managed
by Google, one would expect small or no problem when
using GoogleDNS resolvers. Figure 8 reports the evo-
lution of the download throughput score over the week
considering as before 4 hour time intervals. Two consid-
erations hold: first, day/night shifts are evident, with
low performance between 3pm-10pm for all resolvers;
second and more surprisingly, also in this case GoogleDNS
direct customers to less performing YouTube servers.
Again, GoogleB is the worst resolver with 41% (16%) of
video download throughput small than 1 Mb/s (500 kb/s),
possibly affecting the video playback. This indicates
that negative interplay between Google resolvers and
Google/YouTube CDN is present despite both services
are managed by the same organization.

D) Facebook: We conclude the analysis observing
Facebook. Notably static objects (e.g. images, videos,
javascript files, etc.), are hosted by Akamai servers, for
which we already underlined issues. Dynamic content
is retrieved from servers directly managed by Facebook
for which a few data centers can be chosen.
Figure 9 reports the TFIRST OBJECT score over the

week for dynamic content only. Notice also in this case
how LDNS guarantees more stable and better perfor-
mance than any public resolver, with OpenDNS doing
better than GoogleDNS. Larger degradation is observed
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Conclusions 

n  The DNS is the link to 
discern services and 
content in the tangled web 

n  DNS naturally exposes 
information about 
q  The content and the service 

being accessed 
q  The way this content is 

served by CDNs/clouds 

n  It gives back network 
visibility 

 

User 
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