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‘ mPlane

= FP7 IP project starting fall 2012

= Goal: build an Intelligent, Standard, Open Measurement
Plane for Future Network and Application Management

o Probes (WP2)

= Build on existing tools/methodologies

m Offer a flexible, programmable, open platform to run and collect passive,
active, hybrid measurement

o Repositories (WP3)
m Collect in a standard way measurement

m  Offer access to interested parties: ISP, content providers, end-users,
regulation agencies, etc.

o Intelligent reasoner (WP4)
= Mine automatically the data and extract useful information
= Help in drilling down to the root cause of a problem

= Budget: 11.3ME (14M9)
Plane
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‘ http:/ /www.tlc-networks.polito.it
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‘Traffic Monitoring in modern Internet

m Why?
o ldentify normal and anomalous behavior
o Characterize the network and its users
o Quality of service
o Filtering
a ...
o Understand today Internet
= How?
o By means of passive measurement

@A Plane



‘Scenaﬂo
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m Traffic classifier
o Deep packet inspection
o Statistical methods
= Persistent and scalable monitoring platform
o Round Robin Database (RRD)
o Histograms
o Logs (like narusvectors)
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‘ Where Tstat Lives
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‘ The past, the present, the future

= The past: we have technology to monitor the Internet
o Classifiers (DPI, Behavioral)
o Tools (open software, off-the-shelf hardware, ...)

= The present: everything is HT TP, cloud, virtualization,
CDN, ... everything is becoming a huge tangle:
o Who owns, serve, control the content?
o What are the users doing?
o What is the network doing?

= The future: how to control the tangle?
o Today ISPs are struggling
o ... and the Internet is controlled by few big players...
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‘ Introduction

Nowadays Internet traffic volume is mainly HTTP + P2P

Breakdown of downstream traffic of residential customers
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‘% A plethora of services!

Q BitTorrent

' SSH VoIP DNS, eMall, etc.
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‘ Methodology

= Focus only on HTTP traffic

-

d

= Rely on T8tat to generate flow-level

TP logs
_4: #bytes, #pkts, RTT, etc.

a

= Rely on

_7: service type and “meta-data” (e.g. video)

&J)MaxMind* organization data base

o Each server IP is associated to its “owner”

m 92.122.208.73 > AKAMAI TECHNOLOGIES
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‘ Dataset

= 3 vantage points of an ISP in ltaly

o Residential customers

- ADSL (VP2, VP3) + Fiber-To-The-Home (VP1)

o 2 weeks of traffic

s 20-24 June 2011
m 1-7 April 2012

Name

Volume [GB] Flow [M]

# Servers # Clients

VP1
VP2
VP3

1745 (35%) 16 (63%)
10802 (44%) 84 (53%)
13761 (35%) 125 (52%)

77,000 (0.14%) 1534 (99%)
171,000 (0.6%) 11742 (97%)
215,000 (0.5%) 17168 (98%)
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OVERVIEW

Which organizations? Volumes?e
Popularitye



‘ Topl0 (+ 1) organizations (2011)

Rank
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Org. Name

Leaseweb
Megaupload
Level3
Limelight
PSINet
Webzilla

Choopa
OVH

Facebook

% B

0.9

% F

Google 22.7 | 12.7
Akamai 12.3 | 16.7

4.2

dwlane

o Google handles 2x the Akamai
volume

0 Besides Google and Akamai,
many others

o known (Level3, Limelight,
Leaseweb, Megaupload)

o less known (PSINet,
Webzilla, Choopa)

o >10k organizations but 65% of
volume is due to only 11 big
players




‘ Topl0 (+ 1) organizations (2011)

June 2011 April 2012

Rank Organization % Bytes Rank Organization % Bytes
1 Google 22.7 1 Google 29.8% +++
2 Akamai 123 2 Akamai 19.2%  +++
3 Leaseweb 6.3 3 Level3 5.2%  ++
4 Megaupload 59 4 Limeligth 4.5% +
5 Level3 4.7 5 Netload 3.1% New
6 Limelight 3.9 6 Leaseweb 2.0%  ---
7 PSINet 32 7 Edgecast 1.8% New
8 Webzilla 29 8 VideotimeSpa 1.6% New
9 Choopa 1.9 9 OVH 1.2%  +
10 OVH 1.0 10 Facebook 1.1%  ++
M Facebook 0.9 1

Total 64.9 Total 70.6
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‘ Organizations popularity (2011)

% client IP that have contacted the organization at least one time

Barane

g . Video Sw
o,
Organization % Client Content Update Adv. & Others
Google YouTube Google services
Akamai Vimeo Microsoft, Facebook static
Apple content, eBay
Leaseweb Megavideo publicbt.com
Megaupload Megavideo FileHosting
quantserve, tinypic,
Level3 YouPorn Photobucket
L Pornhub, betclick, wdig,
Limelight Veoh Avast trafficjunky
PSINet Megavideo Kaspersky Imageshack
. . Filesonic,
Webzilla Adult Video Depositfiles
Choopa zShare
OVH Auditude Telaxo, m2cai
Facebook dynamic
Facebook Facebook content

s 97% of clients
contacts Google
and Akamai

m 63% of client clients
contacts OVH

o Advertisement

= 90.6% of clients
contacts Facebook

a 1?2717




‘ Why FB sees 91% of clients?
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. o Slurp!

= There is an embedded
object pointing to the
FB page about Nutella

= This generates a
connection to FB

m SO FB knows that |
like nutella

o Privacy anyone?!?!

P lane



‘ Why EFB sees 91% of clients?

GET /plugins/like.php?href=http%$3A%2F%2Fwww.facebook.com
52FNutella.Italy&layout=box counté&show faces=false&width=120&action=like&colorscheme
=light&height=65 HTTP/1.1

Host: www.facebook.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 7 3) AppleWebKit/534.53.11
(KHTML, like Gecko) Version/5.1.3 Safari/534.53.10

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Referer: http://www.nutella.it/

Accept-Language: en-us

Accept-Encoding: gzip, deflate

Cookie:
presence=EM331242829EuserFA21519421867A2EstateFDsb2FO0EtL2F 5b 5dEIm2FnullEuct2F133124
2225BEtrFnullEtwF838980386G331242829049H0Eb1cFOEsndF1CEchFDsubF 5b0 5dEp 5f151942186
JF2CC; p=6; c user=1519421867; datr=FOkpTFINjoDBO9OSHMLKP5E Ong..; B
lu=ggoJZj70PxZ6gRARMPcNiRXw;
xs=1%3A889419cc0700aee88497¢c71b1015fad45%3A0%3A1331242820; locale=en US
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CONTENT served

How much Video¢
How much encryption ¢



‘ What type of trattic they serve (2012)

Video (streaming) is largerly the culprit

1 RTMP =
HTTPS / SSL
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0 90% of Google traffic is YouTube
O Video is a large fraction of the share in any CDN
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‘ What type of trattic they serve (2012)
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L Google, Akamai, Psinet and Facebook have a large share of HTTPS

This is going to impair traffic visibility a lot!!
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‘ A tangled and obfuscated WEB

A
Number of tracked TCP flows per applications - Last: Tue May 28 09:00:25 2013
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[T ————s
We are losing visibility on the traffic/services
- Which services are my customers using?

- Who is serving each service/content? T

- How to block Zynga games?

eb Mar Apr May Jun Jul

\ .

AP lane



‘ Privacy

g facebook EQLIRIEE
U8 4 > HTTPS

o Go\)gle -> HTTPS

= YourFavouriteSite -> HTTPS

= This is to protect your privacy...

. but then why the app on iOS uses

AP lane
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Organizations’ Infrastructure

Behind the scene



RTT — Latency towards the Internet

CDF of minimum RTT, measured on per-flow base (2011)
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= Facebook has 2 locations (100ms and 170ms)

= 3 Google datacenters are preferred
o Only <30% of request are served by the closest one (12ms)
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RTT — Latency towards the Internet

CDF of minimum RTT, measured on per-flow base
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= Some months later ...

200
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‘ RTT vartation during the day
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(b) Google

Who controls the network?
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‘ Something we observe
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‘ Something we observe

SUBNET
173.194.18
173.194.19
173.194.2
173.194.20
173.194.208
173.194.5
173.194.6
173.194.62
173.194.9
208.117.236
208.117.248
208.117.250
208.117.252
208.117.254
74.125.105
74.125.13
74.125.14
74.125.216
74.125.218
74.125.4
74.125.99

i Tube
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‘ Something we observe

SUBNET
173.194.18
173.194.19
173.194.2
173.194.20
173.194.208
173.194.5
173.194.6
173.194.62
173.194.9
208.117.236
208.117.248
208.117.250
208.117.252
208.117.254
74.125.105
74.125.13
74.125.14
74.125.216
74.125.218
74.125.4
74.125.99

NAME with AIRPORT code
fra02s08.c.youtube.com
fra02s15.c.youtube.com
mil01s12.c.youtube.com
par08s06.c.youtube.com
par08s06.c.youtube.com
Ihr14s08.c.youtube.com
fra07s13.c.youtube.com
fra07s19.c.youtube.com
par03s06.c.youtube.com
par03x04.c.youtube.com
mia02s11.c.youtube.com
ams09x06.c.youtube.com
dfw06x02.c.youtube.com
fra07x03.c.youtube.com
Ihr22s16.c.youtube.com
zrh04s03.c.youtube.com
mil02s01.c.youtube.com
bru02t11.c.youtube.com
fra07t13.c.youtube.com
Ihr22s11.c.youtube.com
fra07s03.c.youtube.com

You([Tl
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‘ Something we observe

SUBNET
173.194.18
173.194.19
173.194.2
173.194.20
173.194.208
173.194.5
173.194.6
173.194.62
173.194.9
208.117.236
208.117.248
208.117.250
208.117.252
208.117.254
74.125.105
74.125.13
74.125.14
74.125.216
74.125.218
74.125.4
74.125.99

NAME with AIRPORT code #flow Truavg

fra02s08.c.youtube.com
fra02s15.c.youtube.com
mil01s12.c.youtube.com
par08s06.c.youtube.com
par08s06.c.youtube.com
Ihr14s08.c.youtube.com
fra07s13.c.youtube.com
fra07s19.c.youtube.com
par03s06.c.youtube.com
par03x04.c.youtube.com
mia02s11.c.youtube.com
ams09x06.c.youtube.com
dfw06x02.c.youtube.com
fra07x03.c.youtube.com
Ihr22s16.c.youtube.com
zrh04s03.c.youtube.com
mil02s01.c.youtube.com
bru02t11.c.youtube.com
fra07t13.c.youtube.com
Ihr22s11.c.youtube.com
fra07s03.c.youtube.com

5-May
-1 -1
-1 -1
17054 1333.46
-1 -1
-1 -1
449 1819.57
-1 -1
-1 -1
-1 -1
179 164.18
-1 -1
41430 679
-1 -1
838 667.29
1829 1551.78
719 1074.15
48366 1234.82
-1 -1
8697 1355.33
1496 1846.25
-1 -1

You(]
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‘ Something we observe

SUBNET
173.194.18
173.194.19
173.194.2
173.194.20
173.194.208
173.194.5
173.194.6
173.194.62
173.194.9
208.117.236
208.117.248
208.117.250
208.117.252
208.117.254
74.125.105
74.125.13
74.125.14
74.125.216
74.125.218
74.125.4
74.125.99

NAME with AIRPORT code #flow Truavg

fra02s08.c.youtube.com
fra02s15.c.youtube.com
mil01s12.c.youtube.com
par08s06.c.youtube.com
par08s06.c.youtube.com
Ihr14s08.c.youtube.com
fra07s13.c.youtube.com
fra07s19.c.youtube.com
par03s06.c.youtube.com
par03x04.c.youtube.com
mia02s11.c.youtube.com
ams09x06.c.youtube.com
dfw06x02.c.youtube.com
fra07x03.c.youtube.com
Ihr22s16.c.youtube.com
zrh04s03.c.youtube.com
mil02s01.c.youtube.com
bru02t11.c.youtube.com
fra07t13.c.youtube.com
Ihr22s11.c.youtube.com
fra07s03.c.youtube.com

5-May
-1 -1
-1 -1
17054 1333.46
-1 -1
-1 -1
449 1819.57
-1 -1
-1 -1
-1 -1
179 164.18
-1 -1
41430 679
-1 -1
838 667.29
1829 1551.78
719 1074.15
48366 1234.82
-1 -1
8697 1355.33
1496 1846.25
-1 -1

6-May
Hflow Truavg

-1 -1
-1 -1
15470 1276.31
-1 -1
-1 -1
283 1658.45
-1 -1
-1 -1
-1 -1
4250 540.16
77 552
49437 656.39
51 285.63
2130 852.53
1655 1185.94
499 2264.09
37968 1253.01
-1 -1
12579 1338.71
2488 1034.78
-1 -1

Youf
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‘ Something we observe

SUBNET
173.194.18
173.194.19
173.194.2
173.194.20
173.194.208
173.194.5
173.194.6
173.194.62
173.194.9
208.117.236
208.117.248
208.117.250
208.117.252
208.117.254
74.125.105
74.125.13
74.125.14
74.125.216
74.125.218
74.125.4
74.125.99

NAME with AIRPORT code #flow Truavg

fra02s08.c.youtube.com
fra02s15.c.youtube.com
mil01s12.c.youtube.com
par08s06.c.youtube.com
par08s06.c.youtube.com
Ihr14s08.c.youtube.com
fra07s13.c.youtube.com
fra07s19.c.youtube.com
par03s06.c.youtube.com
par03x04.c.youtube.com
mia02s11.c.youtube.com
ams09x06.c.youtube.com
dfw06x02.c.youtube.com
fra07x03.c.youtube.com
Ihr22s16.c.youtube.com
zrh04s03.c.youtube.com
mil02s01.c.youtube.com
bru02t11.c.youtube.com
fra07t13.c.youtube.com
Ihr22s11.c.youtube.com
fra07s03.c.youtube.com

5-May 6-May 7-May
Hflow Truavg [#flow Truavg

-1 -1 -1 -1 -1 -1
-1 -1 -1 -1 -1 -1
17054 1333.46| 15470 1276.31] 13655 1259.63
-1 -1 -1 -1 -1 -1
-1 -1 -1 -1 -1 -1
449 1819.57] 283 1658.45 -1 -1
-1 -1 -1 -1 -1 -1
-1 -1 -1 -1 -1 -1
-1 -1 -1 -1 -1 -1
179 164.18 4250 540.16] 957 496.91
-1 -1 77 552 -1 -1
41430 679 49437 656.39] 57675 653.81
-1 -1 51 285.63 -1 -1
838 667.29] 2130 852.53 -1 -1
1829 1551.78 1655 1185.94( 3957 942.47
719 1074.15 499 2264.09 82 1302.03
48366 1234.82| 37968 1253.01] 37182 1162.85
-1 -1 -1 -1 -1 -1
8697 1355.33| 12579 1338.71] 8560 1239
1496 1846.25| 2488 1034.78 4146 1363.63
-1 -1 -1 -1 -1 -1

= lane




‘ Something we observe

SUBNET
173.194.18
173.194.19
173.194.2
173.194.20
173.194.208
173.194.5
173.194.6
173.194.62
173.194.9
208.117.236
208.117.248
208.117.250
208.117.252
208.117.254
74.125.105
74.125.13
74.125.14
74.125.216
74.125.218
74.125.4
74.125.99

NAME with AIRPORT code #flow Truavg

fra02s08.c.youtube.com
fra02s15.c.youtube.com
mil01s12.c.youtube.com
par08s06.c.youtube.com
par08s06.c.youtube.com
Ihr14s08.c.youtube.com
fra07s13.c.youtube.com
fra07s19.c.youtube.com
par03s06.c.youtube.com
par03x04.c.youtube.com
mia02s11.c.youtube.com
ams09x06.c.youtube.com
dfw06x02.c.youtube.com
fra07x03.c.youtube.com
Ihr22s16.c.youtube.com
zrh04s03.c.youtube.com
mil02s01.c.youtube.com
bru02t11.c.youtube.com
fra07t13.c.youtube.com
Ihr22s11.c.youtube.com
fra07s03.c.youtube.com

5-May 6-May 7-May 8-May
Hflow Truavg [#flow Truavg [#flow Truavg

-1 -1 -1 -1 -1 -1 6139 368.93
-1 -1 -1 -1 -1 -1f 9940 258.18
17054 1333.46| 15470 1276.31] 13655 1259.63| 14186 1296.07
-1 -1 -1 -1 -1 -1 -1 -1
-1 -1 -1 -1 -1 -1 -1 -1
449 1819.57] 283 1658.45 -1 -1f 3470 937.18
-1 -1 -1 -1 -1 -1 4924  412.17
-1 -1 -1 -1 -1 -1f 6160 325.82
-1 -1 -1 -1 -1 -1 -1 -1
179 164.18 4250 540.16] 957 496.91 -1 -1
-1 -1 77 552 -1 -1 -1 -1
41430 679 49437 656.39] 57675 653.81] 567 906.65
-1 -1 51 285.63 -1 -1 -1 -1
838 667.29] 2130 852.53 -1 -1f 465 606.1
1829 1551.78 1655 1185.94( 3957 942.47| 3454 990.64
719 1074.15 499 2264.09 82 1302.03 -1 -1
48366 1234.82 37968 1253.01| 37182 1162.85 47844 1298.45
-1 -1 -1 -1 -1 -1 -1 -1
8697 1355.33| 12579 1338.71] 8560 1239| 11469 1256.32
1496 1846.25| 2488 1034.78 4146 1363.63 -1 -1
-1 -1 -1 -1 -1 -1l 4221 187.84

= lane




‘ Something we observe

SUBNET
173.194.18
173.194.19
173.194.2
173.194.20
173.194.208
173.194.5
173.194.6
173.194.62
173.194.9
208.117.236
208.117.248
208.117.250
208.117.252
208.117.254
74.125.105
74.125.13
74.125.14
74.125.216
74.125.218
74.125.4
74.125.99

NAME with AIRPORT code #flow Truavg

fra02s08.c.youtube.com
fra02s15.c.youtube.com
mil01s12.c.youtube.com
par08s06.c.youtube.com
par08s06.c.youtube.com
Ihr14s08.c.youtube.com
fra07s13.c.youtube.com
fra07s19.c.youtube.com
par03s06.c.youtube.com
par03x04.c.youtube.com
mia02s11.c.youtube.com
ams09x06.c.youtube.com
dfw06x02.c.youtube.com
fra07x03.c.youtube.com
Ihr22s16.c.youtube.com
zrh04s03.c.youtube.com
mil02s01.c.youtube.com
bru02t11.c.youtube.com
fra07t13.c.youtube.com
Ihr22s11.c.youtube.com
fra07s03.c.youtube.com

5-May 6-May 7-May 8-May 9-May
Hflow Truavg [#flow Truavg [#flow Truavg |[H#flow Truavg

-1 -1 -1 -1 -1 -1} 6139 368.93( 6266 298.4
-1 -1 -1 -1 -1 -1f 9940 258.18 12893 196.06
17054 1333.46| 15470 1276.31] 13655 1259.63| 14186 1296.07| 12616 1197.64
-1 -1 -1 -1 -1 -1 -1 -1 -1 -1
-1 -1 -1 -1 -1 -1 -1 -1 487 414.63
449 1819.57 283 1658.45 -1 -1 3470 937.18 4222 1025.49
-1 -1 -1 -1 -1 -1 4924 412.17| 8749 331.14
-1 -1 -1 -1 -1 -1 6160 325.82 6877 248.39
-1 -1 -1 -1 -1 -1 -1 -1 87 355.1
179 164.18 4250 540.16] 957 496.91 -1 -1 -1 -1
-1 -1 77 552 -1 -1 -1 -1 -1 -1
41430 679 49437 656.39] 57675 653.81] 567 906.65 -1 -1
-1 -1 51 285.63 -1 -1 -1 -1 -1 -1
838 667.29] 2130 852.53 -1 -1f 465 606.1f 126 1146.87
1829 1551.78 1655 1185.94f 3957 942.47| 3454 990.64] 4116 1061.72
719 1074.15 499 2264.09 82 1302.03 -1 -1 -1 -1
48366 1234.82| 37968 1253.01] 37182 1162.85( 47844 1298.45( 52594 1226.85
-1 -1 -1 -1 -1 -1 -1 -1 -1 -1
8697 1355.33| 12579 1338.71] 8560 1239| 11469 1256.32] 11633 1292.58
1496 1846.25| 2488 1034.78 4146 1363.63 -1 -1 -1 -1
-1 -1 -1 -1 -1 -1l 4221 187.84f 4913  189.64
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Who controls the traffic??




‘ Conclusions

= Today the Internet is a ;
very complicated tangle JaNp4
= Few big players control gy
o In terms of content
o In terms of information/
knowledge about the
customers
= ISPs are being cut out of
the picture

o And they are struggling to
control their network

o ... revenues are vanishing

Who will give you 100Mb/s?

AP lane



DNS to the rescue: seeing
some light at the end of the
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‘ Observe 1s the first step toward control

= Today picture: = Tools?

o Encryption ++ e 0 NO DPI
o CDN ++ 1 No IP server info

o Cloud ++ -2 0 No spatial correlation

FarmViLLE

x E.q. —
o Lives on [y

o Run on %p sgregegm
: ) ’
o Relies on Gkamal

= |t changes over time
= It changes over space

AP lane




‘ Is there a way to understand...

What the users are

doing?

o Which service is
popular?

2 Which impact it has?

o Is there any QoS/
QoE problem?

= \What is the network
doing to serve the
content?

2 Which CDN is being
used?

o Which datacenter is
being used?

o Is there a better way
to do it?

Add mobile devices into this nightmare...

P lane




‘ What ISPs want

= The boss asks Netadminto = ISP-A has a peering-link

setup fine-grained SLA with Google
0 ——ahsweris—NO~ o Itis used to access the
o Low-latency for Gmail and preferred cache
Dropbox = Google redirects requests
o YouTube must not exceed to another cache
10Mbps

o ISP-A traffic goes through
o Facebook permitted, but not another expensive link

Zynga games = How to reveal this and
= Above services can use help ISP-A to optimize

HTTPS, so classical tools fail paths to route traffic back
SLA in terms of CONTENT through the original link?

B3P lane




‘ What network administrator want

= Netadmin sees lot of = Boss is asking to block
requests going to IP requests to Farmville
173.194.78.141 a it runs on Amazon
0 wg-1n-£f141.1e100.net = And to improve
o owned by Google performance of Dropbox
= Protocol is unknown a It runs on Amazon

o Some binary protocol

= Should Maurizio block it?
= Netadmin’s firewall would
4 That could be either block both, or let
www.google.com everyone enjoy Farmville!

B3P lane




‘ The intuition

facebook

amazon
webservices™

Q farm - Ricerca Google

@ farmville.com




‘ The intuition

mellia:~S host 50.16.253.14

mellia:~$ host 77.67.29.41

Host 41.29.67.77.in-addr.arpa. not found:
3 (NXDOMAIN)

mellia:~$ whois 77.67.29.41

A Intel(R) 82566DM-2 Gigabit Network Connection

|

192.168.1.2 50.16.253.14

2.457 e Itandard query é‘f%g
(2038

DNS: Stand@d quer@M1-ih-w.channel.facebook.com
DNS: Stand@d quer
TCP: 45342 https
DNS: Stand@d quer

DNS: Stand@d quer

8,490 Standard query resp [...] 628 1
8.491 (45337)} dJ . netname: AKAMAI-TINET =0
9.679 tandard query Af: . .
T i) descr: Akamai Technologies

9.738 (e i@ndard query resp ' 1.253.94

| 45338 ) _
0,738 b > htips rsw?n \[ e o] A Tsval=C
11.256 (63681 Itandard uer ! ] . . , DS STAN0gYT qUEr S TD-TC=3. TarmvIle, Com
11.314 (GBGSEQMMEB) ‘ ; ‘ . DNS: Stand@d querdesponse A 50.16.253.86
11.215 (45339) : 45339 > hlttns [SYN] : T : TCP: 45339 https BSYN] Seq=0 Win=65535 Len=0 M55=1452 W5=1 TSval=0
11,315 T ; 45340 > hittps [SYN] : as3) I TCP: 453400k https [ WS=1 TSval=(
11.315 || eyt : 45341 > htips [SYN] las) ; TCP: 45341 % https [BN] Seq=0 Win=65535 Len=0 M55=14 W5=1 TSval=C

13.461 299 gtandard query A 3’,553)

13.492 mggglhndard query res:EB)
13.493 (453 42)' : 45342 > htips [SYN] )
14.278 |[WSom et Qe g o

14,326 G721§§M&wg3)

3N] Seq=0 Win=65535 Len=0 M55=1452 WS=1 TSval=0
A s-assets.tp-cdn.com
esponse & 176.34,106.50

45343 > hitps [SYN]

14,326 ) . o TCP: 453430 https [5YN] Seq=0 Win=65535 Len=0 M55=1452 W5=1 TSval=0

14.484 =t ! 45344 > hitps [SYN] ' o TCP: 45344[% https [ =0 Win=65535 Len=0 M55=1452 W5=1 TSval=0
1 1 1

14.771 = ; 45345 > https [SYN] TCP: 45345 % httpfBBYN] Seq=0 Win=65535 Len=0 M5SI1452 WS=1 TSval=(

DNS: Stand@d que
DNS: Stand@d que
DNS: Stand@d que
DNS: Stand@d quer

A p.twitter.com

14.771 Gmﬁt:ndard query g,pl ;)
14.773 (3133?. ndard guery A-Q.Eés;

14.812 e?ozgw&)
14.812 C318ag»lhndélrl:i query res:EB)

A cdn. api.twitter.com
dgekey.net CNAME et
esponse CNAME ssl2.twitter.com.edgekey.net CNAME e

DNS: Stand@d quer
DNS: Stand@d quer
TCP: 45348 https

esponse CNAME zyngal-a.akamaihd.net.edgesuite.net ¢

14.924 (52253§Engarj query regl 3
14.924 (1469 glhn ard query reslgg)

14.924 | gy

esponse & 154.75,168,152
3N] Seq=0 Win=65535 Len=0 M55=1452 WS5=1 TSval=0

14813 || (g : : : 45248 = bfps (5] : . TCP: 45346/% https YN] Seq=0 Win=65535 Len=0 M55=1452 W5=1 TSval=C
14.824 ) ; : ; 45347 > hitps [SYN] ; : TCP: 45347 V] Seq=0 Win=65535 Len=0 M55=1452 W5=1 TSval=0
14,891 0?63 ndard query A .83) E E E E E DNS: Stand@d A api.zynga.com

14.891 (Szzsgl.téﬂjéﬂjﬂ!m%&) i : ! : 0 DMS: Stand & zyngal-a.akamaihd.net

14.891 (1%93M 3 E E E E E DNS: Stand 4 zbar2.zynga.com

14.923 msgwgﬂ ! : ! ! ! DNS: Stand A 184.73.155.122 A 18

45348 > htips [SYN]

ACAAm w oo reamn




" Observation: Most client-server applications need
DNS to retrieve the server |IP-address

® Key idea: Associate network flows with their
corresponding domain name

A name indicates what we seek.
An address indicates where it 1is.
A route indicates how we get there.

-- Jon Postel (1943-1998), RFC 791, "Internet
Protocol", 1981

B3P lane



37.241.163.105 SRC_IP
213.254.17.17 SERVERIP TCP/UDP Flows
443(HTTPS) PORT

Circular Array\

Client map Server
maps

37.241.163.105
213.254.17.14

443(HTTPS)

playfish.zynga.com N - -

=l Processin

%
=
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‘ Why this is usetul?

" By exploring the FQDN information we can

o Unveil which content the user is requesting
= Evenif HTTPS is used
= Even when served by a generic CDN

o We can track how the CDN replies
m  Observe if association changes over time

= Unveil how many possible servers/CDNs can serve the same
content

m  Optimize traffic in the ISP network

o Discover additional information by mining the FQDN
= Which service runs on port 1080, 1337 or 52237
s Which service IP 173.194.35.50 handles?

B3P lane




‘ Service Tag extraction

TAG EXTRACTION(dPort, limit)

Input: targeted dPort, limat of tags to return

Output: The ranked list of tags

DomainNameSet < FlowD B.query(dPort)

for all FQDN in DomainNameSet do
TokenSet +
DomainName.split(No T LD|N o2ndDomain)

7: end for

8: for all T'oken in TokenSet do

9:  Token.score.update()

10: end for

11: Return(T'okens.sort(limit))

SRS s

Algorithm 2: [L4-Analyzer service tag extraction
pseudo-code

= Aim: group all flows that are destined to the same server port
= Analyze FQDN terms to extract most frequent one
= Can they provide hints on the service running on such port?

AP lane




‘ Service Tag extraction

= Maurizio sees lot of o
flows going to port
6969 o
o DPI cannot identify it -
= What is that? o

Group all flows going
to port 6969

Extract FQDNs

Analyze frequencies
of terms

Get the answer

B3P lane




Content discovery

CONTENT DISCOVERY (ServerIPSet)
Input: The list of targeted serverlP
Output: The list of handled FQDNs
DomainNameSet < FlowDB.query(Server PSet)
for all FQDN in DomainNameSet do
TokenSet < DomainName.split(FQDN)
end for
for all T'oken in T'okenSet do

9: T'oken.score.update()
10: end for

11: Return(Tokens.sort())

Algorithm 3: L4-Analyzer Content Discovery
pseudo-code

= Which services are being used by
customers?

B3P lane




‘ Some HT'TPS services running on
Google

imap.googlemail

b.mailnews il
blogsearch dl www.gmail
images 1nItuu3I|1cdk|8kde21ba11|gs7ekjc ig.ig.gmodules

google chatenabled.mail  t0.gstatic/MaPS

checkout map gmallmaps gsg%tl%allmtal kbellabugcreatlons blogspot
pagead2.googleadservices ., q:iic  googleads.g.doubleclick.net
ssl. gocl)g(Ije analyticsajax. gpogleaglspﬁgoogleman |
www.googleadservicestalk b ogger googleuserconten tlgertextapl appspot
s.doubleclick et WWW ssl.gstatic sossiaie
www.bloggerad d ou b | e CI iC k net droidsecurity. appspotdeskt0p4
lh3.googleusercontent toolbarqueries f'“'ﬁ:,g"i”gg;g,;%’t

cm.g.doubleclick.net ssl-google-analytics. ="
ads-floodlight.l.doubleclick.net I I desktop5 mobile.l

smtp.gmaill| A

AP lane




‘ The most popular cloud storage?

= Someone wants to know which is the most popular cloud
storage service

= Given a definition of popular
o Number of hosts generating traffic to ...

= Look at FQDN
*dropbox*
*drive.google*
*icloud®
*skydrive*

o o o O 0O

B3P lane "



‘ The most popular cloud storage?

= And now you can write a paper about Dropbox ©

2400 ...... Lo Lo Lo Lo Lo
% N RN SRS R PR
= N / =
'g "/ h
S 1600 - -
= ool ol A TR 3% g, o
o ;
a_)‘ ‘.'.."
2800 -
g
=
Z.

0

24/03  31/03  07/04  14/04  21/04  28/04  05/05

1Cloud -~ SkyDrive -@- Others —+
Dropbox -#- Google Drive ——

Drago, I., M. Mellia, M. Munafo', A. Sperotto, R. Sadre, and A. Pras,
"Inside Dropbox: Understanding Personal Cloud Storage Services”,

D | a r] e Internet Measurement Conference - IMC, Boston, MA, ACM, 11/2012 >




‘ Spatial discovery

9:

AN S o

SPATIAL DISCOVERY (FQDN)

Input: The targeted FQDN

Output: ranked list of serverl P addresses

2ndDomain < FQDN.split()

ServerSet <

FlowDB.queryByDomainN ame(2ndDomain)

FQDNset < 2ndDomain.query()

for all FQDN in FQDNSet do
FQDN.ServerSet <
FlowDB.queryByDomainName(FQDN)

end for

10: Return(FQDN.ServerSet.sort(), ServerSet.sort())

Algorithm 4: FQDN-Analyzer Spatial Discovery
pseudo-code

= Who serves a given content?

@A Plane




‘ LinkedIn “cloud”

= How many servers are used by linkedin.com?
= Which CDNs are involved?

linkedin.com

&>

CreaatS | Croae || Cotorn > ot Coman

Akamai CDNetworks Edgecast Linkedin
Servers 2 Servers 15 Servers 1 Servers 3
Flows 17% Flows 3% Flows 59% Flows 22%

B3P lane "



‘ About cloud and FQDN:s...

amslfir.cloudfront.net.
.r.cloudfront.net.
r.cloudfront.net.
r.cloudfront.net.
.r.cloudfront.net.
r.cloudfront.net.
.r.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.r.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.
.cloudfront.net.

= Do you know where
are the Amazon
datacenters?
o Look at the FQDNSs
a Hint: Check the IATA

airport code

= Pretty popular way

to assign FQDNSs

o Same for YouTube

R KR RBHKBKH

R R KK KRR BHK

.r.cloudfront.net.
.r.cloudfront.net.
seadfir.cloudfront.net.

— -1 —__AaAe~c_ —_—_a

B3P lane




‘ What 1s known about Amazon cloud?

= And now you can write a paper about Amazon ©

ID #IPs Exchanged Data (%) | Avg. RTT [ms] BETT mg] BAS | pE™ [km]
EC2 | S3 EC2 S3 EC2 S3
IAD [ 6429 | 12T | 8531% | 6422% 132.13 11397 | 11618 | 3 6709
5 | DUB | 1167 | 24 | 12.65% | 35.14% 45.10 48.73 | 43.77 3 1365
E| SIC | 632 | 12| 171% - 203.06 182.14 | 17481 | 4 9556
g | NAR | 18 0 - - 298.67 ~ - 4 9843
| SIN | 71 0 0.03% - 235.60 228.10 - 3 10390
SEA | 0 32 - 0.02% 196.04 - 21479 | 4 8617
97.26GB_| 37.13GB
ID #1Ps Exchanged Data (%) | Avg. RTT [ms] BETT [ms] gAY | BF™km]
TAD 2 = 132.13 102.75 3 6709
DUB 222 0.05% 45.10 49.76 3 1365
sic - ~ — — 4 9556
NAR 115 ~ 298.67 - 4 9843
SIN 51 - 235.60 - 3 10390
SEA 64 ~ 196.04 - 4 8617
% [ SFO 253 0.83% 172.80 175.21 4 9537
S | CDG 246 0.13% 32.09 38.43 3 584
O | FRA 245 0.17% 19.56 21.87 2 566
MXP 232 98.03% 18.34 21.26 3 124
EWR 208 - 105.28 109.53 3 6380
AMS 205 0.04% 23.94 29.88 3 837
LHR 182 0.17% 31.84 31.60 3 920
ANR 151 0.56% 41.02 41.48 3 1734
104.19GB

ane

|. Bermudez, S. Traverso, M. Mellia, M. Munafo,

“Exploring the Cloud from Passive Measurements: the Amazon AWS Case”

IEEE INFOCOM, Turin, Italy, April 14-19, 2013
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‘ Comparing pertormance of Open

Resolver

= Is it worth to use GoogleDNS or OpenDNS
instead of the ISP DNSG1 resdolvedr?

dy
LDNS (3.37) — | LIS

GoogleA (2.55) & i e
08 1 GoogleB (201) -0 i gt

OpenDNS (2.72) = L ? .

B T
8 1 "" I ....-“"‘“‘ : ‘ |
I ——

1000 2000 4000 7000
Download Throughput [kb/s]

Figure 7: Average download throughput for Ap-
ple iTunes/App. Scores are reported in brack-
ets.

|. Bermudez, A. Finamore, M. Mellia,

D “Public DNS Resolvers: Friends or Foes? Implications of Resolver Choice for 59
/N | alhne ISP Customers”, Submitted to IMC'13




‘ Conclusions

= The DNS is the link to
discern services and
content in the tangled web

= DNS naturally exposes

information about

o The content and the service
being accessed

o The way this content is
served by CDNs/clouds

= It gives back network
visibility

AP lane
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